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Abstract

Current electroencephalogra

e ased methods in security have been
@ .

istics of EEG signal have not been taken into
e a new method that explores the use of
nerating random numbers. EEG signal and its

nature, Wtifficult to mimic because similar mental tasks are person
dependent, dad 3) it is almost impossible to steal because the brain activity
is sensitive to the stress and the mood of the person and an aggressor cannot
force the person to reproduce his/her mental pass-phrase. Our experiments
were conducted on the four EEG datasets: AEEG, Alcoholism, DEAP and
GrazA 2008. The randomness of the generated bit sequences was tested at
a high level of significance by comprehensive battery of tests recommended
by the National Institute of Standard and Technology (NIST) to verify the
quality of random number generators, especially in cryptography application.
Our experimental results showed high average success rates for all wavebands
and the highest rate is 99.17% for the gamma band.
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1 Introduction

Random number generators (RNGs) are algorithms designed to produce
sequences of numbers that appear to be random. RNGs play a crucial role
in many applications such as cryptography, machine learning, Monte Carlo
computation and simulation, industrial testing and labeling, hazard games,
lotteries, and gambling.

that only the sender and the recipient know, it i
be predictable or calculable by an eavesdrg

1d predict (or calculate)

either Alices random numbers or Bo ers or both. From analysis
of the secret key rate presented therei ious that any predictability of
random numbers by the eave e uld leak relevant information to him,
thus diminishing the effegf t is intriguing [34] that in the case
that the eavesdropper late the numbers exactly, the cryptographic

potential of the BB would be zero. Indeed one of the recent
successful attack ryptography exploits the possibility to control
local quantum BN Ggy exploiting a design flaw of two commercial quantum
cryptograph one practical scientific system. This example shows
that the sumed in BB84 are essential for its security and may
not be exSgf the security proof.

LotteriesSQe yet another serious business where random numbers are

essential. Due to the large sum of money involved (estimated six billion
USD annually only online and only in the USA [18]), some countries have
set explicit requirements for RNGs for use in online gambling and lottery
machines and have set certificate issuing authorities. For example, the Lotter-
ies and Gaming Authority (LGA) of Malta has prescribed a list of requirements
for RNGs, stipulated in the Remote Gaming Regulations Act. An RNG that
does not conform to this act may not be legally used for gambling business.
These rules have been put forward in order to ensure fair game by providers
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and to prevent possibility that gamers manipulate the system by foreseeing
outcomes.

RNGs have been an occupation of scientists and inventors for a long
time. Whole branches of mathematics have been invented out of a need to
understand random numbers and ways to obtain them. At the dawn of the
modern computing era, John von Neumann was one of the first to note
that deterministic Turing computers are not able to produce true random
numbers, as he put it in his well-known statement that Anyone who considers
arithmetical methods of producing random digits is, of course, in a state of sin.

discrepancy between the number of publications and t
of products (only four quantum RNGs and a ha
mostly phased-out RNGs) that ever made it to
art of immaturity.

Historically, there have been two appiffaches t@ random number genera-
tion which are algorithmic (pseudo-randoR\) appr@hach and physical process
(nondeterministic) one.

s are their low cost, ease of implementa-
cially in a CPU-available environment such as

While most modern PRNGs pass all known statistical tests, there are
myths about some PRNGs being much better than the others. The truth is
that every PRNG shows its weakness in some particular application. Indeed
PRNGs are often found to be the cause of erroneous stochastic simulations
and calculations [11, 13]. As for cryptographic purposes, all major families of
PRNGs have been cryptanalyzed so far [32], and use of PRNG where an RNG
should be used will therefore present a big security risk for the protocol in
question.
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For example, the pseudo-random number generator (PRNG) used in
Windows operating system is the most commonly used PRNG. The pseudo-
randomness of the output of this generator is crucial for the security of almost
any application running in Windows. Nevertheless, its exact algorithm was
never published. In [12] an attacker can learn future outputs in O(1) time and
compute past outputs in O(223) time. These attacks can be run within seconds
or minutes on a modern PC and enable such an attacker to learn the values of
cryptographic keys generated by the generator. The attacks on both forward
and backward security reveal all outputs until the time the generator is rekeyed

output for every process.
On the other hand, true random numbers or physica
dom number generators (TRNGs) seem to be of an
Today, true random numbers are most critically
its numerous applications to our everyday lifi
e-mail access, online payments, cashless pafments
trade, point of sale, prepaid cards, wireles
distributed power grid security.
However, the characteristics of
TRNGs are often biased, this

ile communications,
TMs, e-banking, Internet
neral cyber security, and

opposite to those of PRNGs.
fogexample that on average their output
might contain more ones t therefore does not correspond to a
uniformly distributed ragffom Wggiable. This effect can be balanced by different
means, but this postdpr sing $educes the number of useful bits as well
as the efficiency g the gcWgrator. Another problem is that some TRNGs
need at least an extra hardware device. In addition,
these generg too slow for the intended applications. Despite the

argume Gs have their place in the arsenal. They are used to
generate peed oP the continuous input for RNGs.
For imp®ynentation, RNGs can be implemented in either hardware or

software. Random number generation performed by software utilizes a
mathematical algorithm that produces a sequence of statistically indepen-
dent numbers following a uniform distribution. However, this sequence is
deterministic given the algorithm and the seed. While it is possible to imple-
ment a mathematical algorithm in hardware and call it a “hardware random
number generator”, these particular RNGs clearly belong to the category of
pseudo-random number generators because they require a seed and produce
a deterministic sequence of numbers. True random number generation in
hardware depends upon the random characteristics of some physical systems;
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for example lava lamps, radioactive decay of atomic nuclei, or noise from a
resistor or diode. One of the most important properties of such generators is
that they do not need any seed to start producing random sequences.
Biometrics is the science and technology of measuring and statistically
analyzing biological data. In information technology, biometrics usually refers
to techniques for measuring and analyzing human body characteristics such
as fingerprints, eye retinas and irises, voice patterns, facial patterns, and hand
measurements, especially for authentication and identification. This kind of
application needs to study stationary properties uniquely determined by the
attributes of each individual.
Moreover, we believe biometrics have another potenWgl appl@ation.
Inherent to each biometric measurement is a variability,
different measurement conditions and ways in which ts his or
her features to the scanner. This variability effectivg re
which, if extracted, could then be used as a se seud
generators, or directly as a random number nce: , 16, 35]. However,

For example, fingerprint can be cha
information can be photographed, a

prove and advance the current state of
ber generators from EEG source which has
sampling rate and low resolution, but has several
i, complex and chaotic, and non-linear in nature
difficult to mimic because similar mental tasks are
person nd 3) it is almost impossible to steal because the brain
activity is sesitive to the stress and the mood of the person: an aggressor
cannot force the person to reproduce his/her mental pass-phrase [20].

The major contributions of this article are as follows. We explore the
randomness of EEG data in order to use them (after codification in integer or bit
format) as seeds for pseudo-random number generators or, directly, as random
number sequences. We choose the EEG data as a new and promising informa-
tion source, and develop an algorithm for extracting the inherent randomness.
We investigate the use of individual frequency wavebands as random number
generators because the wavebands may yield more accurate information about
constituent neuronal activities underlying the EEG and consequently, certain

disadvantages
advantages;
[1, 28,
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changes in the EEG that are not evident in the original full-spectrum EEG
may be amplified when each sub-band is analyzed separately [2]. We validate
the randomness of four EEG datasets which are Australian EEG, Alcoholism,
DEAP, GrazA 2008 datasets. The randomness of the generated bit sequences
was then verified at a high level of significance by the standard NIST Test
Suite (recommended by the National Institute of Standards and Technology).

These results therefore will open potential possibilities of generating true
random numbers for biometrics-based systems to be added to the traditional
ones based on physical systems. The main advantage of this alternative in
eventual implementations would be, apart from privacy, to andom
bits in real time in a simple and very portable way.

2 Related Work

Since the variability effectively represents ran , how€ver, biometrics
present opportunities for use in random nu generaion mechanisms as a
source of randomness, if such variability call be extigcted in a meaningful way.

This concept has been first explored D@ Sczegfinski et al. in [35]. Their
nts of physical phenomena
yield values that fluctuate randomly ightmost decimal digits. The
rvals and then used to generate bits

g binary sequences have good randomness
ction of the method also makes it possible

ccurity is dependent on the security of the measurement
biometrics used. They tested their binary sequences on FIPS
statistical tests including four tests: monobit test, poker test, run test, and long
run test, Mau-rer universal test and the Lempel-Ziv complexity test. Except
the Lempel-Ziv test was been withdrawn by the NIST, other tests belong to
the NIST STS that are more difficult to pass.

Moreover, a true random number generator based on the data of fingerprint
(FPTRNG) is designed in [39], from the fact that middle grayscale pixels
of fingerprint image have large random information. The FPTRNG extracts
random information from fingerprint image. It is a true random number
generator and is able to produce high quality random number. Its efficiency is
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high. As the fingerprint image always has large information and the random
number generated from it is dedicated to using in fingerprint authentication
system, it meets the system requirement for random number. In addition, [15]
presents and evaluates the idea of using variability in captured samples could
be potentially used to obtain truly random bit sequences, which could be used
as a seed for PRNG, or as a random number by itself. The proposed method
uses fingerprints as the measured biometric and aims to provide a readily
available means of generating random numbers on mobile devices equipped
with fingerprint readers.

In [16], strong random numbers are generated from usinggf

to verify claimed randomness properties. Simulatio
Their idea presents that, independent from the bj
requirement of the proposed solution is featur
structure. Each element of such a feature ve, is andWsed for its reliability,
only unreliable positions, which cannot b reprodgced coherently from one
it sequences. Optionally
> The practicability presents
mended test suite for random

a strong hash-based random extracti

testing vascular patterns against the

number generators.
Arecent study [10] indj

random numb
is only applig

3 EEG Ch

EEG is measurement of the electrical field over the scalp. This electrical field
is generated by the synaptic currents within the dendrites of many neurons
in the cerebral cortex. The membrane transport proteins pump ions across
their neuron membranes and make the neurons electrically charged. This
exchanging of ions helps the neuron maintain resting potential and to propagate
action potentials. Ions of similar charge repel each other. These ions, after
being pushed out, can push their neighbouring ions who in turn push their
neighbours. This process creates a wave of ions and is known as volume

acteristics



312 D. Nguyen et al.

conduction. When this wave reaches the electrodes on the scalp it creates the
difference in voltages between any two electrodes, and can be measured by a
voltmeter which gives us the EEG [31].

Because the human head is composed of a number of layers including the
scalp, skull, brain and others in between, only the synchronous activity of a
large number of active neurons can generate enough potential to be picked up
by EEG. EEG activity, therefore, represents a sum of the activity of millions of
neurons having similar spatial orientation. Pyramidal neurons of the cortex are
well-aligned together. Therefore they are thought to be the main-source EEG
signal. By comparison, deep brain activity is more difficult to ecause
the voltage fields drop by a factor of the square of distance [

3.1 Rhythms of EEG
The amplitudes and frequencies of EEG signals

eac g to the state
[31]. There are five
major brainwave patterns differentiated byftheir frequeRcy ranges including
delta (9), theta (0), alpha («), beta (3), andggammal§y) (see Figure 1).
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Figure 1 Wavebands example. It can be seen that the gamma and beta wavebands change
less widely than others.
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e Delta waves: Delta wave frequency lies between 0.5 and 3 Hz, with
variable amplitude [24]. Delta waves are associated with deep sleep, and
are thought to indicate physical deficiencies in the brain when in the
waking state.

e Theta waves: Theta waves are within the range of 4 to 7 Hz, with
an amplitude usually greater than 20 wV. Theta waves are caused by
emotional stress, such as frustration or disappointment. Theta waves are
associated with creativity and deep contemplation [24].

e Alpha waves: The frequency of alpha waves ranges from 8 to 13 Hz and

an empty mind rather than a relaxed one.

e Beta waves: For beta waves the rate of change lie
and has 5-30 pwV amplitude [24]. Beta wa
alertness, and a wakeful state. They are
analytical and intellectual thinking, acti

solving.
e Gamma waves: Gamma waves lie wilgin the #inge > 30 Hz and above.
Gamma waves usually have lo i Prare occurrence, and relate
to left index finger, right toes, ai movement [31].
The first human EEG recordj s mqle by Hans Berger in 1924. An EEG

recording is obtained by

scalp electrodes which are attached
ional EEG sensors use a conductive gel or
new systems use dry electrodes. These
time, making EEG more accessible to new

set of EEG signals in a normal adult brain activity.

Despite several disadvantages, such as low spatial resolution, poor signal-
to-noise ratio and an inability to determine neural activities deeply below
the cortex, the EEG has a number of advantages. First, hardware costs
are significantly lower than other techniques such as Functional magnetic
resonance imaging (fMRI), Positron emission tomography (PET) or Magne-
toencephalogram (MEG) [37]. Second, EEG sensors are more portable than
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Figure 2 A typical set | ¥ a normal adult brain activity [31].

those used in other nigues ( I, PET, MEG). Third, the EEG has very-
ution, usWully between 250 and 2000 Hz in clinical and

he EEG is relatively tolerant of subject movement

Linear analysiS of EEG signals includes frequency analysis (e.g. Fourier and
Wavelet Tranforms) and parametric modeling (e.g. autoregressive models).
In general, linear methods can be successfully applied in the study of several
problems [3, 5, 14]. However, despite good results have been obtained with
linear techniques, they only provide a limited amount of information about the
electrical activity of the brain because they ignore the underlying non-linear
EEG dynamics. As it is widely accepted, the underlying subsystems of the
nervous system that generates the EEG signals are considered non-linear or
with non-linear counterparts [38]. Even in healthy subjects, the EEG signals
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show the chaotic behavior of the nervous system. A brain is also considered a
chaotic dynamical system and hence their generated EEG signals are generally
chaotic [31, 36].

Besides that, an EEG signal is chaotic in another sense, because its
amplitude changes randomly with respect to time. Therefore, due to this
non-linear nature of EEG, additional information provided by techniques non-
linear dynamics and chaos theory have been progressively incorporated in
neurophysiology with the aim to understand the complex brain activity from
EEG signals that cannot be measured from linear methods [33]. In partlcular
non-linear dynamics methods have been used to analyse epi
anesthesia, autism, depression and Alzheimers disease, men
computer interfaces and emotion recognition [29].

4 NIST Statistical Test Suite

The NIST STS battery consists of 15 empigimml tests§pecially designed to
analyse binary sequences (bitstreams). Thgitests ex@gmine randomness of data

STS tests examine randomness for§ 1tstream. Several tests are

also able to detect local non-random ; ese tests divide the bitstream
into several typically large nd ompute a characteristic of bits for
each part. All these parti s are then used for the computation
of the test statistic. E STS test is defined by the test statistic of
one of the followin d examines randomness of the sequence

bits, {0 t change (runs) and cumulative sums,

o m- «@ ese tests analyze distribution of m-bit blocks (m is
typicy smaller than 30 bits) within the sequence or its parts,

e M -bit p®ts — these tests analyse complex property of M -bit (M is
typically larger than 1000 bits) parts of the sequence like rank of
the sequence viewed as a matrix, spectrum of the sequence or linear
complexity of the bitstream.

All tests are parametrized by n which denotes the bitlength of a binary sequence
to be tested. Several tests are also parametrized by the second parameter
denoted by m or M. Since the reference distributions of NIST STS test
statistics are approximated by asymptotic distributions (x? or normal), the
tests give accurate results (p-values) only for certain values of their parameters.
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Table 1 The recommended size n of the bitstream for each particular test. Some tests are
parameterized by a second parameter m, M , respectively. The table shows meaningful settings
for the second parameter and the number of sub-tests executed by each particular test

Test#  Test Name n mor M # sub-tests
1 Frequency n > 100 1
2 Frequency within a Block n > 100 M=128 1
3 Runs n > 100 1
4 Longest run of ones n> 128 1
5 Rank n > 38912 1
6 Spectral n > 1000 1
7 Non-overlapping TM n>8m-38§ 1
8 Overlapping TM n> 108

9 Maurer’s Universal n > 387840

10 Linear Complexity n>10°

11 Serial

12 Approximate Entropy

13 Cumulative n > 100

14 Random Excursions n>10°8

15 Random Excursions Variant n > 18

Table 11 summarizes appropriate va of
test recommended by NIST [30].
Several of the NIST STS g8 rformed in more variants, i.e., they
execute several sub-tests a @ re properties of the sequence of the
Mffulative sum test examines a sequence accord-

lative sum. Table 1 also summarizes the

meters for each particular

is marked by an asterisk since the number of its sub-
ds on the value chosen for the parameter m (the

empirical test ©f randomness. NIST adopted the following two ways:

e The examination of the proportion of sequences that pass a certain
statistical test relative number of sequences passing the test should lie
within a certain interval.

e The uniformity testing of p-values: p-values computed for random
sequences should be uniformly distributed on the interval [0; 1). Uni-
formity of p-values can be tested again using statistical tests (uniformity
of p-values forms a hypothesis).
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4.1 Proportion of Sequences Passing Tests

The probability that a random sequence passes a given testis 1 —« that is equal
to the complement of the significance level «.. For multiple random sequences,
the ratio of passed sequences to all sequences in a given test is usually
different but close to 1 — « and hence should fall into a certain interval around
1 — o with a high probability. The interval is computed using the significance
level a as

a(l —a)

l—at
@ k

s non-random for the
ore than 7 asterisks

marked by an asterisk (*). This data set is considere
examination of the proportion of passing tgts if it has
(4%) [21].

We define the success rate in a tggtas t iof0f passed sequences to all
tested sequences, and the failure rat atio of failed sequences to all
tested sequences in the NIST t

4.2 Uniformity of p-yffiu

The p-values compuf®d Bga sinfe test should be uniformly distributed on
the interval [0, y’and can interpreted simply as: “the probability that

uses one le " test to assess the uniformity of p-values. x? test measures
whether the Mgerved discrete distribution (histogram) of some feature follows
the expected distribution. The x? test works well only for k/10 greater than
5.5. Therefore, the number of tested sequences should be at least 55 (k > 55) to
get a meaningful result for the uniformity test. For a fixed significance level, a
certain percentage of p-values are expected to indicate failure. The NIST STS
documentation recommends a very small value for the significance level o =
0.0001 for the uniformity test, i.e., p-values are considered as non-uniform if
a p-value is smaller than 0.0001, and being marked by an asterisk (*). An «
of 0.0001 indicates that one would expect one sequence in 10000 sequences
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to be rejected by the test if the sequence was random. For a p-value > 0.0001,
a sequence would be considered to be random with a confidence of 99.99%.
For a p-value < 0.0001, a sequence would be considered to be non-random
with the same confidence. The dataset of 100 sequences is considered as non-
random for the uniformity testing if it has more than 3 asterisks (1.60%) for
a =0.0001 [21].

We define a non-uniformity rate as the ratio of non-uniform sequences to
all tested sequences in the NIST STS. We aim to have a trade-off between
the average of success rate, the failure rate and the non-uniformity rate on all

tests.

5 Proposed Method of Binary Sequence erat
siefal ¢
nd a s

According to the study conducted in [10], the E ot be used
directly as a source of random number gene formation is
required to transform the EEG signal intogiggdom Saguences of bits. We
verified the changing pattern frequency
Section 6) in the same way in [10]. As showqin Figulle 3, the results are similar

I AEEG
I Alcoholism
I DEAP
[ lGrazA

2 3 4

Figure 3 The frequency of down—down, down—up, up—down, and up—up in the EEG signals
of all four datasets. The labels 1, 2, 3, 4 on the x-axis correspond to four datasets: AEEG,
Alcholism, DEAP, GrazA 2008 respectively. Apparently, these four patterns are not uniformly
distributed, so EEG signals cannot be good RNGs.
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to [10] in which the frequency of four changing patterns, including up-up up-
down, down-up, and down-down, are not uniformly distributed. Therefore,
the EEG signal cannot be used directly as random number generators. This
is clear proof that the EEG signal requires the transformation before used as
random number generators.

We have conducted a similar approach to [10] on the Alcoholism dataset
[6]. However, we found more failed tests than those presented in [10]. This
could be the fact that our EEG dataset is quite different from the datasets in
[10] that contain both negative and positive real numbers. Our EEG signals

x=(x1...,2,) wWith z; € R, j

In order to access the fluctuations in the ata, wethultiply the original
EEG data by 10¢ to keep significant precisfgn up tJR precision floating-point
value to obtain integer value of EEG datal lue of d is based on the
number of digits in fractional part fi raw data. Finally, we perform
bit shift operation of b to the g ANiese operations can be expressed as
follows:

1 , with i=1,....n 3)

Finally, we compute #ndg sequMces z as:
mod 2| with i=1,...,n (G

It is note ; 1 number after performing the bit shift operation in
Equatio modular operation y; mod 2 results in a real number.

6 EEG Datasets
6.1 Australian EEG Dataset (AEEG)

The Australian EEG Database is a collaboration project between the University
of Newcastle and the John Hunter Hospital to convert 18,500 hospital EEG
records into a web-based searchable database that takes 2 years to complete.
The database consists of EEG data of patients, ranging from premature infants
to people aged over 90 years.
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The EEG data set was recorded using 3 common montages (neonate,
infant and adult), bipolar connections and standard International System 10-20
electrode placements. Recordings were undertaken in the resting state with
eyes open and eyes closed [17].

A subset of this Australian EEG dataset was used in this paper. It consists
of EEG recordings of 80 patients. The recordings were downloaded with the
search criteria that the recordings come from both men and women of various
ages. The recordings were made by 23 electrodes placed on the scalp, sampled
at 167 Hz for about 20 minutes.

6.2 Alcoholism

The Alcoholism datasets come from a study of EEG#€orrgpate genetic
predisposition to alcoholism Begleiter [6]. The datgget aind®EG record-
ings of control and alcoholic subjects. Each s t was sed to either

a single stimulus (S1) or to two stimuli (S1 a
objects chosen from the 1980 Snodgrass an
stimuli were shown, they were presented i
S1 was identical to S2) or in a nonggatc

ither afihatched condition (where
ition (where S1 differed

from S2). The 64 electrodes placed p were sampled at 256 Hz for
1 second.

There are three versions, @ EG @utasets at different sizes: small, large
and full datasets. This sgfly Qg€s the Tull dataset that contains 122 subjects

with 120 trials for ea

6.3 BCI-Co Graz Datasets
The Graz ¢ G A 2008) in the BCI Competition 2008 comes from
the Dep. ical Informatics, Institute of Biomedical Engineering,

echnology for motor imagery classification problem in

The GrazA 2008 dataset consists of EEG recordings from 9 subjects. The
subjects were right-handed, had normal or corrected-to-normal vision, and
were paid to participate in the experiments. All volunteers sat in an armchair,
and watched a screen monitor placed approximately 1 metre away at eye level.
The recording was made with a 64-channel EEG amplifier from Neu-roscan at
250 Hz with time length 7 seconds for each trial. The GrazA dataset consists
of two sessions on different days with, 288 trials per session. Each subject
was required to do 4 motor-imagery tasks (left hand, right hand, foot, tongue).
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Twenty-two Ag/AgCl electrodes were used and the signals were bandpass-
filtered between 0.5 Hz and 100 Hz. Each subject carried out left or right
hand-motor imagery on two different days within two weeks. Each session
consisted of six runs with ten trials each and two classes of imagery.

6.4 DEAP Dataset

DEAPis adataset for emotion analysis using EEG (Dataset for Emotion Analy-
sis using Electroencephalogram, Physiological and Video Signals) which is an
open database proposed by Koelstra et al. [19]. EEG signals of
were recorded while they watched 40 one-minute long e
videos. Participants rated each video in terms of the levels
like/dislike, dominance, and familiarity. The dataset i

e The ratings from an online self-assessmengwh one-minute
extracts of music videos were each rate unteers based
on arousal, valence and dominance.

e The participant ratings, physiologic
experiment in which 32 volunteers
music videos. EEG and physidffagi

ings and face video of an
ubset of 40 of the above

locations with 40 channe participants were recorded in Twente
and the remaining in Ggffeva. the data was downsampled to 128 Hz, and
segmented into 60 g¢€ondgials alld a 3 second pre-trial baseline removed.

6.5 Summar

f theygPdatasets is listed in Table 2, and Figure 4 shows the
of these datasets. In this figure, the four rows of signals
from top t ttom are samples EEG signals from the AEEG, Alcoholism,

DEAP and GrazA 2008 datasets, respectively.

Table 2 A brief description of EEG datasets

Datasets #Subjects #Trials #Sessions Length (s) Sampling (Hz) #Channel
Australian EEG 80 1 1 1200 167 23
Alcoholism 122 120 1 1 256 64
DEAP 32 40 1 60 128 40
GrazA 2008 9 288 2 7.5 250 22
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Figure 4 The sample EEG signals of four datase
the AEEG, Alcoholism, DEAP and GrazA 2Q08 dat
EEG signal in GrazA 2008 dataset changes i

-100
3500 4000

to bottom are examples from
ctively. It can be seen that the
an other EEG signals.

7 Experimental Res

We carefully set up oufexpe
number of samples
can greatly affec

nts to be the two-factor experiments for a
da berof digits. Some parameters of the proposal

ce, setting different values on them jeopardizes
ents. Therefore, we ensure the parameters of the

method foys@ sets to be the same. For a number of digits, the
Alcoholg ian EEG datasets adopted a constant number of d = 3,
and the D razA 2008 adopted a constant of d = 4 due to the natural

originality oNgheir EEG raw data. For another factor, we first removed all
subjects of each dataset that did not have enough samples to produce a single
binary sequence of a million bits. For the remaining subjects, we combined its
number of channels in a one-second EEG sample into a single set, and joined
these single sets into an EEG sequence. Then, we used a suitable number of
samples to generate a single binary sequence that contained a million bits.
For an example of the Alcoholism dataset, we combined 64 channels in an
one-second EEG sample into a single set for each subject. There were 112
subjects who had 62 one-second EEG samples, and we joined those 62 single
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Table 3 Parameter settings for our experiments

Datasets Input Output
#Subjects  #Samples #Channels d  #Bits #Sequences
Alcoholism 122 62 64 3 1015808 112
AEEG 80 261 23 3 1002501 78
DEAP 32 196 40 4 1003520 32
GrazA 2008 9 182 22 4 1001000 9

sets into an EEG sequence for each of them. The 10 subjects left did not have
enough 62 samples, so finally we produced 112 EEG sequencggmigach EEG

sequence was long enough to generate a single binary sequeng ained
62 x 64 x 256 =1015808 bits. Setting parameters for NIS same
as described in Section 4. Table 3 summarizes the exp, D:

In order to verify the randomness of EEG data, number of
experiments for all of EEG datasets in accuracy c Gandits five

wavebands including alpha, beta, delta, gamma and . We also examined
the proportion of passing sequences and ormity of p-values
using three metrics: the success rate, the and the non-uniformity
rate in which the non-uniformity ra d for 2 datasets due to a
small number of sequences in the

VS ccess rate (as high as possible), and

to minimize both the failurg ) and non-uniformity rate (<1.60).

We conducted the exp N1 Witlab R2015b on a DELL PC with
15-5200U 2.20 GHz p 00 GB memory, and Windows 7.0 operating
system.

7.1 CanE a m Number Generators?

ethod for the EEG signal to investigate whether EEG
canbe us as random number generator. Since the method is based on
the number ORgight-shift bits, we varied the value of b from 1 to the maximum
bit of 11. We used the EEG datasets which has the resolution of 11 bits to
experiment the effect of b on randomness through by the success rate, the
failure rate and the non-uniformity rate. We expected to find out a number of
right-shift bits that balances the three rates. Figure 5 demonstrates a variation of
these rates on the four datasets, and it shows that these values differ from EEG
datasets: 9 for GrazA, 1 for DEAP, 7 for AEEG and 4 for Alcoholism. While
two curves of the success and failure rates are nearly constant of high values
for the GrazA (Figure 5(a)), the success rate decreases slowly, but the failure
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Figure 5 A change of success and failure ifferent right-shift bits: (a) GrazA, (b)
DEAP, (c) AEEG and (d) Alcoholism _Graz datasets do not have p-values, but

AEEG and Alcoholism have as the than 55 tested sequences.

other hand, these
for Alcoholism eason can be from the chaotic and complex
als [31].

e results of statistical tests for the EEG signal that
ggness of GrazA and DEAP datasets. However, the DEAP

&, on two important tests including block frequency and FFT, and

indicate
dataset fa1

Table 4 Statistical results of EEG at the trade-off of three rates. The Alcoholism and AEEG
have high non-uniformity rate, and the DEAP failed on two important tests of Block frequency
and FFT

Datasets b Success Rate  Failure Rate Non-uniformity Rate
GrazA 9 9952 0.00 -

DEAP 1 98.69 1.06 (Block frequency, FFT) -

AEEG 7 75.18 85.57 85.11

Alcoholism 4  98.21 3.19 1.60
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hence it was not good random. Therefore, only GrazA 2008 can be used as a
RNG. This result is similar to others in [10, 27]. It means that EEG signal will
be a RNG if a small number of sequences generated but not on other cases.

In the next experiment, we performed our method for the five wavebands
to investigate which waveband can be used directly as RNG. Figure 6 shows
their performances. The row at bottom reporting for the theta band contains
only three figures because the implementation of this band is dumped due to
bad sequences generated when b =9, so we do not present its results here for
the Alcoholism dataset.

dealing with the datasets with separated tasks: G
DEAP of emotion, AEEG of epilepsy, and

mance (the second and
fourth rows of curves from the to could be that these two

sub-bands are less chaotic and comp thers [31], and our proposed

characteristics of the gam ds make lower variation that leads

7.2 Optimizatigh of b

In this subsecti e iggestigate the number of digits b to maximize the
success 1 e the failure and non-uniformity rates for each of sub-
band. T4 ores of these three rates on different EEG datasets with
different cbands. Based on this table, it is hard to optimize b. For example

of the alpha D®nd, there are three different options for b being 8 of GrazA
2008, 3 of DEAP and 1 of AEEG and Alcoholism. Therefore, we performed
a computational approach to optimize b as follows. We first considered a case
for the success rate and the other two rates are computed the same. For each
sub-band, we first grouped all scores of the success rate for 4 datasets into a
table. Then, we computed an average of those as seen in Table 6 for an example
of the alpha band. We finally sorted them by the order of success rate, failure
rate and non-uniformity rate.
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Figure 6 A summary of right-shift bits effects on the three rates. Left to Right: (a) GrazA
2008, (b) DEAP, (c) AEEG and (d) Alcoholism, respectively. Two left figures have only two
curves because GrazA 2008 and DEAP datasets does not have p-values as they contains less
than 55 tested sequences. Top to Bottom: Alpha, Delta, Beta, Gamma and Theta, respectively.
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Table 5 Statistical results of the five EEG datasets

327

b 1 2 3 4 5 6 7 8 9 10

11

GrazA Alpha SR 97.64 97.28 96.57 97.34 97.20 97.16 96.93 97.70 96.93 97.10 97.00
FR 213 213 426 213 213 213 213 213 266 266 4.26
Delta SR 98.64 97.93 97.80 97.93 98.05 98.00 97.70 97.34 96.69 96.72 95.33
FR 1.60 319 319 266 213 213 213 213 319 266 532
Beta SR 99.17 99.05 98.88 98.52 98.70 98.62 97.93 98.48 9835 97.86 98.23
FR 1.06 1.06 160 160 106 106 213 160 160 2.13 1.60
Gamma SR 99.14 98.98 98.86 99.17 99.53 98.68 98.88 98.70 99.26 98.90 98.51
FR 0.00 1.06 0.00 0.00 0.00 319 0.00 0.00 0.00 0.00 0.00
Theta SR 97.34 97.28 96.92 96.40 97.34 96.87 96.98 96.99 96.69 96.51 96.30
FR 213 266 213 213 213 213 3.19 3.72
DEAP Alpha SR 98.94 98.88 98.99 98.78 98.75 98.76 9891 98.59
FR 053 053 053 053 1.06 1.06 0.53 1.06
Delta SR 98.86 98.68 98.75 98.50 97.88 97.86 85.45
FR 053 106 053 053 266 3.19 33.51
Beta SR 99.12 98.66 99.00 98.92 99.00 98.72
FR 0.00 000 0.00 0.00 0.00 0.53
Gamma SR 99.22 98.96 98.86 99.02 98.72 99.25
FR 0.00 000 0.00 0.00 0.00 0.00
Theta SR 98.58 98.50 98.55 98.04 98.32
FR 053 053 1.06 1.06 1.60
AEEG Alpha SR 97.86 97.53 97.62 97.38 91.45
FR 213 3.19 213 13 19.68
NUR 266 213 2.13 17.02
Delta SR 98.72 98.44 82.56
FR 1.59 2.13 77.13
NUR 1.59 2.13 78.72
Beta SR 99.01 98.96 80.27
0.53 053 1.59 56.38
1.59 159 213 56.38
99.03 98.98 98.93 98.96 91.89
0.53 0.00 0.00 1.06 14.89
0.00 0.00 0.00 0.00 14.36
97.36 97.19 96.77 96.99 54.30
2,13 266 372 3.19 87.23
2.13 319 3.19 3.19 82.98
Alcoholism 96.29 96.15 95.86 95.32 90.65
FR 745 798 851 11.17 10.11 14.36 45.74
NUR 585 638 585 691 585 6.38 18.09
Delta SR 98.11 97.85 97.58 97.45 9735 97.12 92.53
FR 372 479 638 745 638 745 37.23
NUR 319 426 3.19 585 585 691 10.64
Beta SR 98.52 98.26 98.62 98.41 97.32 98.47 96.25
FR 3.19 213 213 319 319 213 15.96
NUR 160 160 213 213 213 213 5.32
Gamma SR 98.80 98.70 98.94 99.02 98.94 98.80 98.78
FR 0.00 000 0.00 0.00 0.00 0.00 0.00
NUR 000 000 0.00 0.00 0.00 0.00 0.00

Theta -

SR = success rate, FR = failure rate and NUR = non-uniformity rate.
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Table 6 The success rate of alpha band for optimizing the number of digits . The highest of
success rate is at b = 1

b 1 2 3 4 5 6 7 8 9 10 11
GrazA 97.64 97.28 96.57 97.34 97.20 97.16 96.93 97.70 96.93 97.10 97.00
DEAP 98.94 98.88 98.99 98.78 98.75 98.76 98.91 98.80 98.64 97.98 98.59
AEEG 97.86 97.53 97.62 97.38 97.22 97.17 97.17 97.09 96.55 95.62 91.45
Alcoholism 96.89 96.66 96.29 96.15 95.86 95.32 95.04 94.63 93.96 92.26 90.65
Average 97.83 97.59 97.37 97.41 97.26 97.10 97.01 97.06 96.52 95.74 94.42

Table 7 Optimizing results of the five wavebands in terms of the average of success rate,

failure rate and non-uniformity rate (%). The optimization of b is at 1 for agifglglta, theta,
and beta, and at 4 for gamma
b 1 2 3 4 5 6 7

Alpha SR 97.83 97.59 97.37 97.41 97.26 97.10 97.01
FR 3.06 346 386 399 412 505 47
NUR 426 426 399 452 426 452
Delta SR 98.58 98.18 98.14 98.02 97.84 97.72

9.57 17.55
93.65 88.97

FR 1.86 2.66 292 346 3.33 38.30

NUR 239 292 239 399 426 44.68

Beta SR 98.96 98.70 98.87 98.64 98.48 93.37
FR 1.06 0.80 120 1.33 18.62

NUR 0.80 0.80 30.85

Gamma SR 99.02 98.92 97.11
FR 0.00 0.27 3.72

NUR 0.00 0.00 7.18

Theta SR 97.86 82.97
FR 1.60 30.85

NUR 2.13 82.98

Table 7 su zesghe results for all the five sub-bands. The table
indicates e iMzation value of b is at 1 for the delta, theta, and at

go1 the two remaining cases, we select the optimization at
1 instead O based on the following two reasons. The first reason is from an
observation tl®t two out of three rates are the best at 1, and the difference is
very small (less than 0.3%). Another reason is from a study on Table 5 that
the scores of the alpha and beta at b = 1 is better than at b = 2: higher on
the success rate, and lower on others. The reasons of optimization can be as
follows: (1) the frequencies of four wavebands (alpha, beta, delta and theta)
are small and the amplitudes are short, (2) the frequency of gamma band is
high at more than >30 Hz, and its amplitude is also long in comparison to
other wavebands that results in larger values of gamma data. Therefore, the
optimizing value of b is higher for gamma band than for others.
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7.3 Randomness Testing

Table 8 shows a summary of scores of five wavebands at the optimised values
of b. The table indicates that most of these wavebands have high proportion of
passing tests, and low proportion of failing uniformity tests, except the alpha
for Alcoholism dataset. While the results for gamma and beta bands can be
considered random because all of the failure rates are smaller than 4%, and
most of non-uniformity rates are less than 1.60%, the alpha, delta and theta
bands cannot be considered as good random.

In addition, the results of statistical Test Suite are shown in T.

testing: block frequency,
further investigation on

the beta band.
Table 8 Comparison of EEG sig ts fiv@wavebands in terms of the average of three
rates (%). The gamma band agg Bt success rate, and the lowest failure rate and

non-uniformity rate

AEEG Alcoholism  Average

72.24 98.21 91.84

97.86 96.89 97.83

98.72 98.11 98.58

99.01 98.52 98.96

98.98 99.02 99.05

97.67 - 97.86

85.11 3.19 22.74

2.13 7.45 3.06

1.60 3.72 1.86

0.00 3.19 1.06

0.00 0.00 0.00

2.13 - 1.60

NUR EEG - - 86.17 1.60 43.88
Alpha - - 2.66 5.85 4.26
Delta - - 1.60 3.19 2.40
Beta - - 0.00 1.60 0.80
Gamma - - 0.00 0.00 0.00

Theta - - 2.13 - 2.13
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Table 9 Summary of statistical tests for passing test in terms of failure rates. The proportion
of failing tests of gamma band is at 0%

Sub-bands

Datasets Statistical Test Alpha Beta Delta Gamma Theta

GrazA 2008  Block Frequency X X X X
Non overlapping Templates
Approximate Entropy X X
Serial X X X X

DEAP Block Frequency X X
FFT

AEEG Block Frequency
Approximate Entropy
Random Excursions
Serial X
Frequency

Alcoholism  Block Frequency XX X
Cumulative sums
(Forward)
Cumulative sums -
(Reverse)
Runs X -
FFT
Non overlapping Templates
Universal
Approximate Ent
Serial

ol

XX
XK XK

Table 10 Summary o i r uniformity in terms of non-uniformity rates. The
uniformity tests of g 15Q®,100% of passing

Sub-bands
Alpha Beta Delta Gamma Theta
X X X
X X

andom Excursions

ial X X X
Block Frequency X X X -

Alcoholism  Cumulative sums X

(Forward)

Cumulative sums -

(Reverse)

Runs

Non overlapping Templates

Universal

Approximate Entropy

Serial

XK KX )
[

ol
ol
[
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Table 11 Comparison on different methods for 112 sequences tested. p-values are all zero
for three methods

Proportion of Passing Sequences

Statistical Test Proposed Method ~ Bum Bum Shub  Micali Schnorr
Frequency 108/112 112/112 111/112
Block Frequency 112/112 111/112 112/112
Cumulative Sums (Forward) 109/112 112/112 111/112
Cumulative Sums (Reverse) 108/112 112/112 112/112
Runs 107/112 111/112 111/112
Longest Runs of Ones 112/112 110/112 111/112
Rank 111/112 110/112 1084112
FFT 111/112 109/112

Non Overlapping Template 16425/16576 16404/16576 w76
(Total tests = 148)

Overlapping Template 111/112 110/112 11

Universal 111/112 111/1 112
Approximate Entropy 110/112 11 12/112
Random Excursions (Total 603/608 /5 561/568
tests = 8)

Random Excursions Variant 1352/1368 129141296 1276/1278
(Total tests = 18)

Serial (Total tests = 2) 222/224 24 221/224

112/112 112/112
99.05% 99.13%

Linear Complexity 112/112
Average Success Rate 99,

In contrast, for the maNggnd, the average success rate is the highest at
99.05%, and it pass the NBST tests because all of the failure and no-
uniformity rates the lowQgt at 0%. Therefore, the gamma band is clearly
random. Thes approach the best results from other existing RNGs
such as Bl 8], and Micali Schnorr [23] as shown in Table 11.

8 Concl8gion

In this paper, we have proposed the new method to transform EEG signal and
its wavebands into sequences of bits that can be used as a random number
generators. Since our method does not require the use of seed to generate
random numbers, it can be considered as TRNGs. It could also be used as
a seed provider to improve randomness in PRNGs. Experimental results on
the five datasets show that the proposed method achieves significantly high
performance in success rate, and perform competitively in efficiency. The
method will open potential possibilities of generating true random sequences
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of bits for biometrics-based systems to be added to the traditional ones based
on physical systems.

For future work, this approach will be investigated further to validate the
efficiency of our proposed method on large publicly available EEG datasets.
Other biometric signals such as EMG (electromyogram) and ECG (electro-
cardiography) will also be considered for randomness. Further candidates to
biometric random number generators include blood volume pulse and similar
easy-to-get measurements that, even when regular on the surface, may contain
randomness in their internal structure. Any of these possibilities might be very
important from the point of view of the implementation of our ms for
generating random bit sequences via biometric-based metho
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